[IpaBuna okazanus TMHEWKH ycuyr «3amuTa BeO-mpunoxeruit (WAF)»

1. OOume nosoxeHus

Hacrosmue [IpaBuna sBisitoTes myOanuHo#M odepToil, akTyaabHas Bepcrs KOTOpOi
pa3menieHa o cceuike http://www.cloud.mts.by. Ioaxmouast yenyru nmuHeliku «3ammra
BeO-mipmioxkenuit (WAF)y, 3akazuuk MoaTBEpkKAaeT CBOE€ O3HAKOMIIGHHE M COTJIACHE C
HacTosmuMu [IpaBunamu u IpUHUMAET HX.

[IpaBuna SBASAIOTCA HEOTHEMIIEMOM YacTbhlO JIOTOBOpa OO0 OKa3aHMM YCIYr IO
oOecrieueHuto kuobepoezonacHocTu. B ciiydae pacxoxaenus ycinouil Hactosmux [Ipauin
U JIOTOBOpa CTOPOHBI PYKOBOJICTBYIOTCS YCIOBUSAMH 3aKitodeHHoro Jloroopa wu
NPWIOKEHUSIMH K HEMY.

COOO «MoOunbubie TeneCuctembl» (manee — VcnonHurtenb) BHOpaBe B
OJIHOCTOPOHHEM TMOpsiIKE M3MEHATh HacTosiue [IpaBmia, myOnuKysh U3MEHEHHUS Ha
odunmanpHOM carite kommanuu http://www.cloud.mts.by. C momeHnTa my0OuKammum TaKux
U3MEHEHUI HoBas pepakuus [IpaBuin cTaHoBHUTCS HeOoThbemMiIeMOM yacThio JloroBopa c
3aKa34nKOM.

2. TepMuHBI U OTIpeCICHUS

B pamkax Hactosmux [TpaBuit HCOIB3YIOTCS TEPMUHBI B CIIEAYIOIINX 3HAYEHUSX:

2.1. ACP — aBTOMAaTM3MpOBaHHAs CHCTEMa pPAacyeTOB, MpPEIHA3HAYCHHAs IJIs ydeTa
orepanvii MO TOCTYIUIGHHIO OT 3aKa3dyMKa OIiaThl 3a YCIyrm W o0beMa MOTpeOIeHHBIX
3aKa3zyuKkoM Y ciayr

2.2. JloroBop — goroBop 00 OKa3aHWM yCIyr 10  0OOECICUYCHHIO
kuOepOe3onacHoCTH, a Takke mnonanucaHHbii CropoHamu 3aka3 Kk Hemy, [IpaBuna
OoKazaHusi JuHEeHKn yceuyr «3ammurta BeO-mpuioxenuin (WAF)», saBistoniuecs
HEOTHEMJIEMOM YaCThIO JOTOBOPA.

2.3.3aKa3uuKk— IOPUANYECKOe JIMIO WIA WHAUBUAYAJIbHBIM MpEeANpPUHUMATEND,
HaMepeBarIuiicsa 3akaiouuTh Jloropop ¢ UcnionHureneM.

VYeinyru He  OKas3bIBalOTCSl TOCYIAapCTBEHHBIM OpraHaMm, TIOCYJapCTBEHHBIM
opraHu3anusiM, BKJIIOUYeHHbIM B IlepeueHb TroCylIapCTBEHHBIX OPraHOB U HHBIX
OpraHu3alui, KOTOpbIE CO3JAal0T IEHTPhl oOOecreyeHus KubepOe30macHOCTH U
pearupoBaHusi Ha KHOEPUHUUACHTHl OOBEKTOB MHPOPMAIMOHHONW HHPPACTPYKTYpHl U
(wn) TMPUOOpPETaT YCIyrd MO OO0ecrneueHur0 KuOepOe30macHOCTH y OpraHu3alui,
co3aBlIMX Takue UeHTpbl (mpunoxeHue 2 k IlocraHoBnenue CoBera MwuHUCTpPOB
Pecny6muku benapycs ot 23.02.2024 Ne 120).

2.4 Vamuaent — mro0oe oOHapyXeHHOe CoObITHe, CIMOCOOHOE TIPUBECTH K
YaCTUYHOU WJIM ITOJIHOW HENOCTYITHOCTH Y CIIYT.

2.5.Jluneiika ycnyr «3ammra BeO-npunoxenuin (WAF)» (manee — Ycmyrm) —
YCIIyTH 110 MHOTOYpOBHEBOH 3amuTe PecypcoB 3akazunka (0HOTO UM HECKOJIBKUX BeO-
NPWIOXKEHUI) OT KHOepaTak mocpeCTBOM KOHTPOJIS M GUIBTPALK MPOXOASILEro yepes
HUX Tpaduka.

2.6.JIuneiika ycimyr okaspiBaeTcsi Ha oOcHOBe IIporpammHOro mpoaykTa,
npaBoobiiagaTesnieM KOToporo siBisieTcs: O0IIecTBO ¢ OrpaHUYEHHONW OTBETCTBEHHOCTHIO
«CuHesucy.

2.7.OTYeTHBIN EPUOJT — MEPUOJT [UTUTEIILHOCTBIO C TIEPBOTO IO MOCJEIHEE YNUCIIO0
KaXKI0T0 KaJICHJJAPHOT'0 Mecslla OKa3aHus Y CIyT.

2.8.1lmanoBBIe perimamMeHTHbIE paboThl — IJIAaHOBBIE PAOOTHI MO OOCTYKMBAHUIO
obopynoBanusi VcnonHutens, KOTOpble MMEIOT 3HAUYMUTENIbHYIO CTENEeHb BIMSHUS Ha

VYenyry.
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2.9. IlporpamMMHBIil TPOAYKT — MPOTPAMMHBIN KoMIuieKe «MesxceTeBoit akpad The
Wall», pa3paboransbiii OO1IECTBOM ¢ OTpaHMYEHHON OTBETCTBEHHOCTHIO «CHHE3UCY», Ha
OCHOBaHHH KOTOPOTO OKAa3bIBAIOTCS Y CIYTH.

2.10. Pecypc - BeO-npuiiokeHne (MHTEPHET-CaliT) 3aKka3ynKa, pacroyararoneecs
B IJI00AJIbHOM KOMIIbIOTEPHOM ceTH MHTEpHET M MMerollee CIeyoLue napaMeTpsl (HO
HE OTPaHUYMBAsICh): TOMEHHOE uMsl, IP-afapec, THI ceTeBoro npoToKosa, TUI KIMEHTCKOTO
cepBuca.

2.11. Cpounsie paboTbI — pabOTHI, KOTOPBIE TPOBOAATCS MO (PaKTy BOSHUKHOBEHUS
WununenTa, NpUBEIIIETo K MPEPhIBAHUIO MTPEIOCTABICHUS Y CIIYT.

2.12. VYdeTHple pAaHHBIE — 3amuch B HHQpacTpykType McmomHuTens win
3aka3zuuka, XpaHslias JaHHbIE, IO3BOJSIONIME HIECHTU(UUUPOBATh M aBTOPU30BATh
3aka3zuuka JIjs MMOJTYy4YeHUsl JOoCcTyna K MH(OPMALMOHHBIM CUCTEMAaM WJIU pecypcam Ju0o
JUIS IOJTyYeHUsl Y CIIYT: Mapa «JIOTMH-TIapoJIby.

2.13. RPS - kommyecTBO 3ampocoB, MoixydaeMbIXx PecypcoMm 3a OAHY CEKyHIY,
KOTOpO€ omnpenensiercss napamerpamu [IporpaMMHOro nmpoaykra.

3. Ommcanue Yciayru
3.1.B cocraB nuneiiku ycnyr «3Gammta BeO-npuwioxkenuit (WAF)» Bxomst
CIEYIOIHNE Y CIyTH:

3.1.1. «\WAF 10 RPSy» - nonmomautensubiec 10 RPS cBepx ocHOBHOH yciIyru
(«WAF 1o 50 RPS» - «WAF no 5000 RPS») no 3ammute PecypcoB 3akazunka oT
WHTEPHET-YTPO3.

3.1.2. «\WAF no 50 RPSy» - yciyra mo 3ammre PecypcoB 3aka3zumka oOT
WHTEPHET-YTPO3 C MaKCUMaIbHBIM KoirmdaecTBoM 50 RPS.

3.1.3. «\WAF o 100 RPSy» - ycnyra no 3amute PecypcoB 3aka3umka oT
MHTEPHET-YIPpo3 ¢ MakcuMabHbIM KonruectBoM 100 RPS.

3.1.4. «\WAF o 150 RPS» - ycayra mo 3amute PecypcoB 3aka3zumka OT
WHTEPHET-YTPO3 C MAKCUMAIbHBIM KoraecTBoM 150 RPS.

3.1.5. «\WAF o 200 RPS» - ycayra mo 3amute PecypcoB 3aka3zuuka OT
MHTEPHET-YIPpo3 ¢ MakcuMabHbIM KoruectBoM 200 RPS.

3.1.6. «\WAF nmo 250 RPSy» - ycnyra no 3amute PecypcoB 3aka3umka or
WHTEPHET-YTPO3 C MAKCUMAIbHBIM KoraecTBoM 250 RPS.

3.1.7. «\WAF no 300 RPS» - ycnyra mo 3amute PecypcoB 3aka3zuuka OT
MHTEPHET-YIpo3 ¢ MakcuMaibHbIM KoruecTBoM 300 RPS.

3.1.8. «\WAF nmo 350 RPS» - ycmyra no 3amute PecypcoB 3aka3umka oT
MHTEPHET-YIPo3 C MaKCUMalbHbIM KonruecTBoM 350 RPS.

3.1.9. «\WAF o 400 RPS» - ycayra mo 3amute PecypcoB 3aka3zumka OT
WHTEPHET-YIPpo3 ¢ MaKCUMaIbHbIM KoraecTBoM 400 RPS.

3.1.10. «WAF 1o 450 RPSy - ycmyra no 3amure PecypcoB 3aka3unka
OT UHTEPHET-YTPO3 C MaKCUMaIbHbIM KoJauuecTBoM 450 RPS.

3.1.11. «WAF 1o 500 RPS» - ycnyra mo 3ammre PecypcoB 3aka3zunka
OT UHTEPHET-YTPO3 C MaKcCuMaIbHBIM KomudecTBoM 500 RPS.

3.1.12. «WAF 1o 700 RPSy» - ycnyra mo 3ammurte PecypcoB 3aka3zunka
OT UHTEPHET-YIPo3 C MakcuMaiabHbIM KoauyecTBoM 700 RPS.

3.1.13. «WAF 1o 1000 RPS» - yciyra mo 3amute PecypcoB 3aka3unka
OT UHTEPHET-YTPO3 C MaKcuMaabHbIM KomudectBoM 1000 RPS.

3.1.14. «WAF 10 1500 RPS» - ycyra mo 3amute PecypcoB 3aka3zunka

OT UHTEPHET-YIPO3 C MaKcuMajbHbIM kKomudyecTBoM 1500 RPS.



3.1.15. «WAF 1o 2000 RPS» - yciryra 1o 3amnure PecypcoB 3aka3zunka
OT MHTEPHET-YIPO3 ¢ MaKCUMaJIbHBIM KonnmuecTBoM 2000 RPS.

3.1.16. «WAF 10 3000 RPS» - yciryra mo 3amute PecypcoB 3aka3zunka
OT UHTEPHET-YTPO3 C MaKcCuMaIbHbIM KomudecTBoM 3000 RPS.

3.1.17. «WAF 10 4000 RPS» - yciryra 1o 3amure PecypcoB 3aka3zunka
OT MHTEPHET-YIPO3 ¢ MaKCUMaJIbHBIM KonnuecTBoM 4000 RPS.

3.1.18. «WAF 10 5000 RPS» - yciryra 1o 3amure PecypcoB 3aka3zunka
OT UHTEPHET-YIpo3 ¢ MakcuMaabHbIM KomudectBoM 5000 RPS.

3.2. Kaxxzias u3 yclyT mpeICTaBiIsieT COO0M aKeT ¢ ONpeAeICHHBIM KoudecTBOM RPS,
KOTOpBI MOKET OBITh HCIOJIb30BaH 3aKa3uWKOM Jjisi 3amuThl PecypcoB B
OTYETHOM TIEPHO/IE.

3.3. 3aka3unk MOXeT 0OABUTh HECKOIBKO YCIIYT JTUHEHKN «3aniuTa BeO-TPHIIOKCHHHA
(WAF)». B astom cinydae kommuectBO RPS B paMkax OTHENBHBIX YCIyT
CYMMHPYETCSI.

3.4. B pamkax Ycnyru McTOMHUTEND OCYIIECTBIISET:

3.4.1. ouenky UT-undpactpykrypsl 3akazumka s HacTpoiiku [Iporpammuoro
MPOYKTa;

3.4.2. nactpoiiky npodwis 3amutel [IporpaMMHOr0 MpOIyKTa HA OCHOBAHHH
apaMeTPOB, COTIACOBAHHBIX B OIIPOCHOM JIUCTE.

3.4.3. koHTpOTb W G¢uIbTpaIuioo TpaduKa, IOCTyMmaroEero Ha Pecypchl B
COOTBETCTBHH C TTapaMeTpaMH, COTJIACOBAHHBIMU B 3aKa3e;

3.4.4. TeXHUYECKYI0O TOMJCPXKKY Yciayr B cooTBercTBum ¢ CornameHuemM o0
ypoBHe oocnyxuBanus ([Ipunoxxenue k HactosmuM [IpaBunam).

4. IlopkiroueHUe ¥ OTKIFOYEHUE YCIIYTH

4.1. Jlng 3akaza Ycuyr 3aka3uuK HampaBlisIeT 3asBIICHUE HA MOAKIIOUEHUE Y CIyT
10 yCTaHOBJICHHOW VcmonHuTeneM (¢opMe Ha 3JeKTpoHHYH0 mourty sales@cloud.mts.by
a100 OCTaBIsET 3asBKY Ha IMOAKIIOUCHHE ycIyrd Ha caire http://www.cloud.mts.by B
nojpaszzene «0e30macHocTh — 3aimuTa Beo-mpunoxenuit (WAF)».

4.2. VUcnonautens B TeueHue 3 (Tpéx) pabouymx AHEH ¢ MOMEHTa MOCTYIUICHUS
3asBIICHUS/3a8BKM  paccMaTpuBaeT €ro M  HampaBiseT 3aKa3uhKy OTBET O
BO3MO>KHOCTH/HEBO3MOKHOCTH OKa3aHMsI 3aKa3aHHBIX UM Y CITYT.

4.3. Tlocne moaTBepkKACHUS BO3MOXKHOCTH OKazaHus Yciayr Hcenomnurtens u
3aka3uMK ONpENeNsoT AalibHeiune HacTpoiiku [IporpaMMHOro mpoaykra Ha HEPHOJ
MPOBEJICHUSI TECTUPOBAHUS:

4.3.1. ]Ins npenBapuTenbHON HacTpOUKH npoduis 3amuTel [Iporpammuoro
MpOAYKTa 3aKa3urK MPeI0oCTaBisieT MICIOMHUTENIO CIeTYIOIYI0 HHPOPMAIIHIO:

- TOJHAasg IIeroYKa CepTU(PHUKATOB (KOPHEBOTO U  IMOAYMHEHHOTO
yIIOCTOBEPSAIOIINX LEHTpoB), a Takke SSL-cepruduxar Pecypca (oTkpbiTas u
3aKpbITas 4acTh Kio4ya) B BUjae (aiinoB B ¢popmate:.p7b, .pfx (pkcs#12, pkes #1,
pkes#7, pkes#8, pkes#10), x.509 wunu .pem;

- TIepeYeHb UCToyb3yeMbix BeO-TexHomoruii (CMS, CYB]Il — ¢ ykazanuem
Bepcuil) u nmpoyast Tpedyemasi HHpopMalus (3aroiHsIeTcsl B OMPOCHOM JIUCTE);

- cnucok URL, ucnonb3yemeIX s aIMUHUCTPUPOBAHUS KOMIIOHEHTOB
Pecypca, a Takke niepedeHb BHEIIHUX cTaTUYeCcKuX [P-aapecoB anMuHuCTpaTOpOB
Pecypca;

- KapTa caiita (mepeuenp JeruTuMubix URL), mpu Hanmmuuu;
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- IPOUyI0 MHPOPMAIHIO, YKa3aHHYI0 B onpocHOM nucte ([Ipunoxenue 2),
1o yctaHoBJieHHO# McnomHuTeneM dopme.

4.3.2. Tlocne okoHYaTeTbHOTO (OPMHUPOBAHUS TEXHHUYECKHX IapaMeTpOB
yCIIyru (HaJIM4ue COrJIacOBaHHOIO CTOPOHAaMHU OIPOCHOro Jincra), McnonHurens
MIPEIOCTABISIET 3aKA3UHKY:

- BHemHUM cratndecku [P-agpec [IporpamMmMmHOrO mpomykra, ¢ KOTOPOIo
OyZayT BBINOJIHATHCS oOpateHus k Pecypey no ero IP-anpecy u s MOHUTOpUHTa
noctynHoctu Pecypcea, a Takxe HaumeHoBaHue 1o 3arojgoBka HTTP-3amnpoca, B
KOTOpOM OyayT mepenaBaThesi peasibHble [P-ampeca MHTepHET-MOIB30BaTENECH,
OCYIIECTBIIAIONIMNX oOpalieHue K Pecypcy.

4.3.3. AamunaucTpaTopsl 3aka3unka nooasistor [P-anpec [Iporpammuoro
IPOJYKTA!

- B CIIUCOK JI0BepeHHBIX [P-aapecoB ¢ 11e1bio UCKITIOUeHUs ero OJOKUPOBKHU
pu gocryne k Pecypey;

- B CIIMCOK JIOCTYTIA K JMUHUCTPATUBHOM YacTH BceX KOMIIOHEHTOB Pecypca
(orpaHnyeHue JocTyna K aJIMUHHUCTPAaTHBHOM YacTH KOMIIOHEHTOB Pecypca
ocymiectisgercs I[IporpaMMHBIM TMPOAYKTOM Ha OCHOBaHUM WHMOpMaImH,
MIPEIOCTaBICHHON B OIIPOCHOM JIUCTE).

4.3.4. AnpvmuHuCTpaTophl 3aka3unWka TPOIMHUCHIBAIOT HA CBOUX pPabOUYMX
MecTax B (aiine «hostsy nmpemocTaBieHHbIN HOBBIN IP-anpec Pecypca (BHemHuii [P-
aapec llporpammuoro mnpoaykrta) mins DNS-3anucu Pecypca u  BBINOJHSAIOT
TeCTUpOBaHUE paboTocnocobHocT Pecypca (KOppeKTHOCTH pabOThl CCHLIOK,
MepexoJIoB, JOCTyna K aJIMUHHUCTPAaTUBHON maHenn Pecypca, HamoJHEHUs
KOHTEHTA ¥ (PYHKIIMOHUPOBAHHE MPOYUX CEPBHUCOB).

4.3.5. Ecnu Bce cepBUCHI IOCTYIHBI U Pecypc (pyHKIIMOHUPYET B IITATHOM
pexuMe, aJMUHUCTPATOpbl 3aka3unka MeHs0T A-3anuck [P-agpeca Pecypca Ha
BHemHuK [P-aapec IIporpamMMHOro mpoaykra, yAadsitOT 3aluCh, CICIAHHYIO B
(aiine «hosts» u yBenomiisaroT 00 3Tom McromHuTEN.

4.3.6. Tlocne toro, kak DNS-3amucu oGHOBsATCs Ha Bcex DNS-ceppepax,
BKJTIOYast oOHOBIeHHe DNS-ka1m1a (mo JoMeHHOMY BMeHHU Pecypca Oyer paspernieH
BHemHu [P-aapec IlporpamMmHOro mnpoaykra) aJAMHUHUCTPATOpbl 3aKa3uuka
BBINIOJIHAIOT TeCTUpOBaHKHE paboThl Pecypca. B ciyuyae kakux-i1u0o OTKIOHEHUH,
JIO’KHBIX CpabaThIBaHUI MOJUTUK O€30MacHOCTH, HACTPOCHHBIX Ha [IporpaMMHOM
NPOAYKTE, AaJMHUHUCTPATOphl 3aKa3uhMka He3aMeMIUTEeNbHO HH(YOPMUPYIOT
Wcnonuurenss ¢ ykazaHueMm JEHCTBUM, KOTOpble HEOOXOJUMO MPEANPHUHATH CO
ctoponbl McrionHuTens (BHECTU B UCKITIOUEHHU S/ pa30I0KMPOBATE/CKOPPEKTUPOBATH
MOJINTUKHM M TIp.), @ TAKKE€ BHOCAT COOTBETCTBYIOIIME M3MEHEHMSI B HACTPOMKH
Pecypca no pekomennanusam McnonHurens.

4.4. Cpok TecToBOro mnepuoia coctaBiser 10 14 nuell. TecToBblii mepuon
NpeoCTaBisieTcsl 3aKa3uuKy eAMHOXKbI, MOBTOpHOE TecTtupoBaHue IIporpamMmmHoOro
HPOJYKTa UCKJIFOUEHO.

4.5. Tlo 3aBeplHIEHHIO TECTOBOrO MEpUOJAa 3aKa3uMK NPUHUMAET pEeUIeHHEe O
JanbHeeM ucnoib3oBanuu [IporpaMMHOro npoaykra.

ITpu nonoxurenbHOM pemieHnr McrnoiHuTens 1 3aka3uuK MOMUCHIBAIOT:

1) 3aka3 Ha oka3zaHue YcCiyru;

2) loroBop;

3) AKT 0 3aBeplIeHUH HACTPOiKU mpoduiig 3amuThl [IporpaMMHOro MpojyKTa B
COOTBETCTBUHU C ITapaMETPaMH, COINIACOBAHHBIMU CTOPOHAMHU B OIIPOCHOM JIUCTE.



4.6. UcnomHUTENs MPUCTYIIAET K OKAa3aHUIO Y CIIYT Tocye noanvcanus JJorosopa u
3aka3a, eclii UHOE He MPEyCMOTPEHO B 3aKase.

Cpoxu oka3aHusi ¥YCIyr ¢ yka3aHUEM JaThl Hayajaa U OKOHYaHUs COTJIACOBBIBAOTCS
CTOpOHaMH B 3aKase.

4.7. VI3MeHeHHe KOJWYECTBAa WM BbIOOP MHOW YCIYrd JIMHEWKU «3aiura Beo-
npuinoxenuit (WAF)», opopmitsieTcst myreM noanucanus 3akaza B HOBOH peaKIIiHU.

4.8. Ilpu okazanuu Ycmyr McnoHUTENh HE TIEpeaeT 3aKka3unKy UMYIIECTBEHHBIC
npaBa Ha [IporpaMMHBIN IPOAYKT.

3aka3uMKy B paMKax OKa3aHusi YCIYr MpeJoCTaBIse€TCd BO3MOYKHOCTh
ucronb30Banus [IporpaMMHOro nNpoaykTa 1o npsMoMy Ha3HAuY€HHUIO, BKIKOYAs 3aMyCK U
paboTy ¢ HUM (HUCIIONIb30BAaHUE 3aJI0KEHHBIX B [IporpaMMHBIN MPOIYKT (PyHKIIMOHATIBHBIX
BO3MOKHOCTEH).

4.9. 3aka3uuKk BIpaBe OTKa3aTbCs OT TMPEAOCTABICHUS YCIYr'd, HAlpaBUB
3asBJICHUC B CBOOOAHON (opMe Ha (GUpMEHHOM OJlaHKe opraHu3anuu Ha e-mail
sales@cloud.mts.by.

Ycnyra oTKIIOYaeTcss MEHEIKepoM B TeueHue | pabouero JHs, CIEIYIOUIETo 3a
JTHEM TIOJAa4H 3asBJICHUS 3aKa3UUKOM.

5. CrouMocCTh U TapuUpUKALHS YCIYT

5.1.  Croumocts Yciyr onpezensercs Ha OCHOBaHUU MpecKypaHnTa TapudoB Ha
JOTIOJIHUTENbHBIE ~ YCIYyTM U NpPOTpaMMHBIE  MPOAYKTHI,  IpPEIOCTaBisieMble
COOO «MobunbHble TeneCuctemMs».

5.2. CtouMocTh Ycayr MoKeT ObITh U3MeHeHa VcroaHuTeneM B 0JJHOCTOPOHHEM
BHECYJICOHOM TOpsIIKE IMyTeM pa3MEIIeHHs HOBOW CTOMMOCTH YCIYT WM OTICJIbHBIX
nusmeHenuit Ha WutepHer-caiite Mcnomuurens http://www.cloud.mts.by nmpu yciosuu
yBeIOMJIEHUS 3aka3zurka 3a 10 KaleHJapHbIX JHEW A0 BCTYIUIEHUS B CWIIY YKa3aHHBIX
n3MeHeHni. CToMMocTh YCIyr B OTYETHOM IEPHUOJAE PACCUMTBHIBACTCS HA OCHOBAHUHU
JMaHHBIX O MakcuMaibHOM KomuuectBe RPS, 3adukcupoBanusix IIporpamMmHbIM
IPOJYKTOM.

5.3. B cnyuae npesbimiennst konuuectBa RPS k Pecypcam 3aka3zumka B oTueTHOM
NepPHOJIe, YCTAHOBIEHHOTO B OTHOIIIEHUH 3aKa3aHHbIX Yciyr («WAF no 50 RPSy - « WAF
no 5000 RPSy), dunbrpanust Tpaduka B HampaBieHuu Pecypca He mpekpaiiaercs, a
Kaxaple gomosHuTenbHbie 10 RPS  cBepx moakmoueHHOro(-pix) maketa(-oB)
TapuPUIUPYIOTCS B cOOTBeTCTBUH ¢ Tapudamu Ha Ycrnyry « WAF 10 RPSy.

[Ipu wucnonws3oBanuu gomodHuTenbHBIX RPS g0 10, Ttapudwukamus He
OCYILECTBIISIETCS.

Jlnst ompeneneHus MpeBbIeHusT KonndectBa RPS cymMMHupyroTCst MakcUMabHbIE
3HaueHus konndectBa RPS B oTueTHOM nepuose, NoCTynaronX B HAPABIEHUHU KaXKJ10TO
Pecypca 3akazumka, 3adukcupoBaHHble I[IporpammubiM npoaykToMm. Ilomydennoe
konnuecTBO RPS okpyrisieTcss B MEHBIIYIO CTOPOHY /10 YHUCTIa, KPATHOTO JAECSTH.

5.4. TlogxiroueHue Yciayr BO3MOKHO TOJIBKO IIPH YCIIOBUU HAJIMYMSI HA JINLIEBOM
cyere 3aka3zyMka cpeJCcTB (P aBAaHCOBOM METOJE PacueToB) JMOO OCTaTKa KPEIAUTHOTO
auMUTa (MIpU KPEAUTHOM METOJIE PacdyeToB) B pa3Mepe He MEeHee BEJIMYMHBI Tapuda Ha
BbIOpanHble Ycnyru. [logkmodenue Ycnyr mpu HaxoXACHUU 3aKa3zdyuka B OJIOKMPOBKE
(10OpOBOJIbHOM, YaCTHUHOW, MPUHYAUTEIHHOHN, 3aKIIOYUTEIBHON, «AMMapar yTpadeHy,
OJIOKMPOBKA MO MPEBBIIIEHUIO JJOKAIBHOTO JUMHUTA) HEBO3MOXKHO.

5.5. CroumocTh YcCIyr CHHMCHIBAE€TCS €IWHOBPEMEHHO IMPHU WX MOAKIIOUYEHUU U
Janee Kaxaoro 1 yucna mecdana.
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JleHb 3aKiIOYeHHUs JI0rOBOpa Ha OKa3aHHWE JIMHEMKH ycayr «3amura BeO-
npunoxenuit (WAF)» BXoAUT B pacyeT CTOUMOCTH Y CIIYT B COOTBETCTBYIOILEM OTYETHOM
MEepUOJIe KaK LIEIbIM JeHb OKazaHus Y cuyr. [Ipu okazanuu YcCayr HEMOJHBIM OTYETHBIN
MeCSL CTOMMOCTb Y CIIyT HE YMEHBILIAETCS] POMOPLIMOHAIBHO KOJMYECTBY KAJIECHIAPHBIX
JHEW TPENOCTaBICHUs YCIYr B OTYETHOM Mecsne. llepepbiBbl B Oka3aHuu YcCiayr He
ABJIAIOTCSI OCHOBAHUEM IS IIepepacyeTa CTOUMOCTH Y CIIyT

5.6. Ilpm wHaxoxnmenmum 3aka3unka Ha TIEpBOE YHUCIO MecAla B
OPUHYIUTEIbHON/YaCTUMHON  OJOKHpPOBKE,  OJIOKHUPOBKE  «AMIapaT  yTpayeH»,
Jlo6poBoIbHON OJOKMPOBKE, OJIOKUPOBKE «IIPOBEPKA», OJOKMPOBKA IO IMPEBHIIMICHUIO
JIOKQJIBHOTO JIMMHUTA YCIYrd HE INPEAOCTaBIAIOTCSA, CIUCAHUE JIEHEXHBIX CPEICTB 32
MI0JIb30BAHME YCIyraMyd HE€ MPOU3BOJAUTCSA 10 MOMEHTa BbIXoJa U3 OiokupoBkH. llpu
BBIXOJIe 3aKka3uuMKa U3 OJIOKMPOBKHU JICHEXKHBIE CPEJCTBA 3a MOJb30BaHUE Y CIyramu
CHHCHIBAIOTCS B TOJIHOM oObeme. I[Ipu BbeIXone aboHEHTa M3 OJIOKUPOBKU YCIYTH
NPEIOCTABIISIFOTCS B IOJIHOM OOBbEME.

5.7. O6bém Ycnyr, okazaHHBIX 3aka3uuky McmomHurteneM, cymMma K OIUIaTe,
onpeneNaroTcs Ha ocHoBaHUM nokazanuii ACP Mcnonnutens.

5.8. HUcnonuurens exemecayHo B TeueHue 10 KaleHIapHBIX JHEH C MOMEHTa
okoHuaHus OTyeTHOro mepuoja (3a MCKIOYEHHEM CIy4aeB BO3HMKHOBEHHS
Ype3BbIUAWHBIX CUTYaIUsIX NMPUPOJHOTO M TEXHOTEHHOTO XapakTepa, MpU IMPOBEICHUU
[TnanoBbIx persiaMeHTHBIX U CpOYHBIX pabOT, TEXHUUECKUX OTKA3axX, BBIXOJE U3 CTPOS
o0opynoBanusi McnonmHuTensi, BO3HUKHOBEHUS HHBIX MHIMAEHTOB) GopMupyeT s
3aka3yuka JOKYMEHT (CUeT, CUeT-aKT U T.I.) 00 OKa3aHHBIX yciyrax (Jajiee — CUeT) B
COOTBETCTBUHU C 3aKa3aHHBIM 3aKa3uyMKOM NEepeyHeM U (pakThuuecKuM oObeMOM YCIyT,
OKa3aHHBIX B TedyeHre OTUETHOro Nepuoa.

5.9. 3aka3uMK OCYIIECTBISET IUIaTeKU 3a YCIYrM Ha pPacueTHBIM cuer
HcnonuuTens ¢ ykazaHWEM B IJIATEKHOM JIOKYMEHTE HOMEpa CBOETO JIMIIEBOTO CYETa,
YKa3aHHOT'O B 3aKase.

6. OTBETCTBEHHOCThH CTOPOH
6.1. 3aka3zumk 00s3aH COONIOAATH YCIOBHS, YCTAHOBJICHHBIC MPABOOOIaIaTEIEM
JUIL UCIONb30BaHus lIporpaMmMHOro mpoaykTa, a TakKe€ HE COBEpIIaTh JECWCTBU,
KOTOpBIC MOTYT MPUBECTH K HAPYIICHUIO aBTOPCKUX IMPaB B OTHOIICHUHU [IporpaMMHOTO
MIPOIYKTA, UCIIOIB3YEMBIX TP OKa3aHUU Y CIIYT, B TOM YHCIIC:

- HE TMEepenpoeKTHPOBaTh, HE MEPEKOMITHIMPOBATh, HE IU3acceMOIUPOBATH, HE
BHOCUTh M3McHEHHUS B [IporpaMMHBIN NMPOayKT, HE MOAU(HUIMPOBAThH [IporpamMMmHbBINA
NPOJAYKT JUIsi HECOBMECTHUMBIX allllapaTHBIX CPEACTB W IUIaTGopMm, HE CO3/1aBaTh
MIPOU3BOJIHBIC TPOTPAMMBI M HE BKJTFOYATh UX B COCTAB COOCTBEHHBIX pa3pabOTOK, a TAKIKE
HE pacrpoCTpaHsITh, He MOTU(PHUIIMPOBATH, HE IEPEBOJIUTH TEKCTOBbIC MaTePHAIIBI U (WJIH)
JIOKYMEHTBI, TepeaBaeMble 3aka3uuky VMcnomHuTeneMm Ui IICJIed HCIIOJb30BaHUS
[TporpaMMHOTO MPOAYKTA, ¥ HE BKJIFOYATh UX B COCTAaB COOCTBEHHBIX TEKCTOB W (WIIH)
JIOKYMEHTOB;

- HC CHUMATh 3alIUTy MPOrPaMMHOT0 00eCTIeUeHHsI, BCTPOSHHYIO B [IporpaMMHbIi
MPOJYKT, U HE UCIIOJIb30BaTh [IporpaMMHBII MPOIYKT O€3 TAKOU 3alIHTHI;

- He myOIMKOBaTh JTaJOHHBIE TeCThl [IporpaMMHOTO mMPOAYKTa (TECTHI,
JIEMOHCTpUpYIOIIHE PabOTOCTIOCOOHOCTh M OBICTPOICHCTBHE);

- HE pacHpoCTpaHATb, HE CAaBaTh B apeH]y, He MepelaBaTh TPETbUM JIMIAM, HE
TUPAKUPOBATh (CO37aBaTh JOMOJHHUTEIbHBIC KOMUHU) [IpOorpaMMHOro MpoayKTa, a TaKKe



HE MCIO0JIb30BaTh MPOrPAMMHBIN IPOAYKT B MOIIEHHUYECKUX WJIA UHBIX TPOTUBOIPABHBIX
Lemsx;

- HEe UCNOJb30BaTh [IporpaMMHBINA MPOAYKT AJIsl MPEAOCTABIEHUS YCIYTI TPETHbUM
auaM (BKJII0Yasi KOHCYJIbTAIlMU ), B TOM YKCIie Ha 0€3B03ME3HOM OCHOBE;

- HE yAaJlATh W (WIM) HE U3MEHATh (MCKa)kaTh) 3HAKU OXpPaHbl aBTOPCKHUX IIPaB,
MaTEeHTOB, TOPTOBbIE MapKHU U (WJIM) 3HAKH OOCTY>KUBaHUA U (W) IPYrUe YBEIOMIICHUS
0 TIpaBe MHTEJUIEKTyaIbHOUM coOcTBeHHOCTH [IpaBoobnagaTens nudo Mcnonuurens, eciau
OHM UMEIOTCS B cocTaBe [IporpamMmHoro npoaykra u (WJin) J0KyMEHTalluU K HEH;

6.2. B npouecce nonap30BaHus YciayraMu 3akazuuKy 3alpelieHo NpearnpuHuMaTh
HaMEPEHHbIE TOMBITKA 00X0/la YCTaHOBJEHHBIX OrPAHUYEHUN PECypcoB, Ha OCHOBE
KOTOpBIX OyAyT OKa3aHbl YCJIyru; IepefaBaTh M PaclpOCTPaHATh MapaMmeTphbl JOCTyla
(Y4eTHbIE JaHHBIE), TPETHUM JINLIAM.

6.3. Bo3amoxHocTh ucnonb3oBanusi [IporpaMMHOro MpoOJyKTa MPEIOCTaBIsSETCS
3aKa3yuKy B COOTBETCTBUHU C MPUHLHUIIOM «KaK €CTh». 3aKa3YUK CaMOCTOSATEIbHO HECET
OTBETCTBEHHOCTh 3a BBIOOp YCIyr Ijsi JOCTHXKEHUS HYXHBIX pPE3yJIbTaTOB, 3a HUX
MCIIOJIb30BAHUE, a TAKXKE 32 PE3YJIbTaThl, HOJYYEHHbIE C X TOMOUIBIO.

Bce mnpaBa wucnons3oBanus Ha [IporpaMMHBII  TPOAYKT MTPHOOpPETAIOTCS
HcnionHuTeeM HEMOCPEACTBEHHO Yy IMpaBooOianareneit Tubo0 uyepe3 ux O(QUIMATBHBIX
npeacTaBUTeNeH (munepoB) nyTeM 3aKJTIIOYEHUS COOTBETCTBYIOILIUX
JUIEH3UOHHBIX/CYOIUIIEH3MOHHBIX 10roBopoB. [Ipum stom HcnonHutens He sBiseTcs
pa3pabotunkom [IporpamMmMHOro mpoaykra U HE UMEET JOCTyNna K OOBEKTHOMY KOy
yKkazaHHoro IIporpaMMHOro mpoaykra, B TOM YHCJIE€ TAKOM JTOCTYI HE IMOJY4EH UM OT
npaBoobagaTenell cooTBeTcTByomero [IporpaMmmMHoro npoaykra.

Bce 3apaun, Tpebyromue paboTsl ¢ 00beKTHBIM KoJi0oM [IporpammHoro mpoaykra,
HAXOJATCSl BHE 30HBbI OTBETCTBEHHOCTH McroaHuTENS.

6.4. Hu ipu xakux oOcTosiTenbcTBax VcnonHuTeNnbs He HECET OTBETCTBEHHOCTH 3a
KaKoOW-1100 MpSIMOW MJIM KOCBEHHBIN yIepO, BOSHUKIINNA B PE3YNbTATE MCIIOJIb30BAHUS
3aka3zuukoM IIporpaMmHOro npoaykra.

Tewm He menee, [IporpammHoe obecrieueHUE HE COACPKUT U HE OyIET coepKaTh:

- BHUPYCHI, BpPEJOHOCHBIE MPOrpamMMbl, YEpPBU, TPOSHCKUE MPOrPaMMBbI,
BPEJIOHOCHBIA KOJI WJIM YSI3BUMOCTH 0€30MacHOCTH WM JIPYroil HEpPacKPHITHIH,
BPEIOHOCHBIN UITH IECTPYKTUBHBIN KOJI HJIM KOHTEHT, BKJII0Yasi, 0e3 OrpaHudYeHHH, JTIF000H
KOJ, KOTOPBIH MOXET HCIOJIb30BaThCA [JIs WU3MEHEHHUS, YAAJICHUS, MOBPEKICHUS,
YHUUYTOXKECHMSI, OTKJIIOYEHHsS WIM NPEJOCTaBICHHUsS HEAOCTYIHOTO IPOrpaMMHOIO
00eCIeUYeHNS NN TaHHBIX

- KOHTEHT, KOTOPBIM YHW)XaeT, MOPOUYHUT, KIIEBEIIEeT WJIM BTOPraeTcsi B MpaBO Ha
HEMPUKOCHOBEHHOCTh YAaCTHOM KW3HM, TJITACHOCTh WJIM JIPYyrUe MMYILIECTBEHHBIC IMpaBa
JTF000r0 APYroro JHIA.

6.5. B cBs13u ¢ CHIOIB30BaHHEM KOMIIBIOTEPHOTO M HHOTO 000PYIOBaHNs, KAHAJIOB
CBA3M W (WJIM) KOMIBIOTEPHBIX MPOrpaMM, NPUHAJICKAIUX TPETbUM JIHIAM, MpU
okazaHuu Yciyr, HcrnonHutens He HECET OTBETCTBEHHOCTh 3a JIIOOBIE 3aJEpPXKKH,
npepbIBaHus, MPSIMON YIIepO WM YIMYIIEHHYIO BBITOAY, NOTEPH, MPOUCXOIAIINE H3-3a
nedeKkToB B JIOOOM AJIEKTPOHHOM WJIM MEXaHMYeCKOM O00opynoBaHMU | (WIH)
KOMIIBIOTEPHBIX Mporpammax (IporpaMMHOM OOECHeYeHHH), JTUOO BCIEACTBUE HHBIX
OOBEKTUBHBIX TEXHOJOTMYECKUX TMPUYMH, & TaKKE€ B pe3ylbTaTe JACUCTBUN WU
0e31efCTBHS TPEThUX JIHII, TPOOJIeM MpH Nepeade JaHHbBIX WIH COeTMHEHHH, TIepeOoeB B
ANIEKTPONUTAHUY, IPOU3O0LIECIIINX HE 110 BUHE VcrionmHUTENS .



6.6. McmonnuTens ¢ mpeaBapUTEIbHBIM YBEIOMIIEHHEM 3aKa3zdrKa WMEET IpPaBo
NPUOCTAaHOBUTH OKa3aHUE YCIYyr U HE HECET OTBETCTBEHHOCTH 3a MHUUACHTHI U WHBIE
00CTOATENbCTBA, IMOBJIEKIINE 32 COOOH HETOCTYHMHOCTh (YaCTUYHYI) HEIAOCTYIHOCTD)
VYcenyr, B cneayomux cliydasx:

6.6.1. mpoBemeHUS CPOYHBIX WM ITUIAHOBBIX PErJIaMEHTHBIX paboT Ha
obopynoBanuu VMcnoaHurens;

6.6.2. moObIe 3a7ep)KKN U MPEPHIBAHUS, TPOUCXOIAIINE U3-32 1e(HEKTOB B
J000M 3JIEKTPOHHOM WJIM MEXAaHMYECKOM OOOpYIOBAaHUU HM/WIIM KOMIBIOTEPHBIX
nporpamMmax  (IporpaMMHOM  OOecCIieuYeHHH), JUO0O0 HHBIE OOBEKTHUBHBIC
TEXHOJIOTUYECKUE NPUYMHBI, a TAKXKe 3aJepKKU U IPEpbIBaHUS B pe3yJbTare
neicTBUl unu Oe3leCTBHS TPETHUX JIMILI, MPoOJieM IpH Nepenaye JaHHBIX WA
COCIMHEHUH, TIepedoeB B  DIIEKTPONUTAaHUM, MpPH  YCIOBUU, UTO BCE
BbIILIENIEPEUHCICHHBIE COOBITUS MMPOU30LLIN HE 10 BUHE VcromHuTeNs;

6.6.3. cormacoBanHas ¢ 3aKa34MKOM MPHOCTAHOBKA WJIM TPEKpamieHne
MpeNoCTaBlICHUs] YCIOyr, B TOM YHCII€ NPUOCTAaHOBKA OKa3aHMs YcCIOyr mis
U3MEHEHUs Habopa MpeIoCTaBIsIEMBIX Y CIIYT;

6.6.4. mpocpouku omatel YcIayr W/WIM HaxXxoXIeHHS 3aka3uhka B
OJIOKUpOBKE, B TOM uHcie 1o JpyruM JloroBopam, McnomHuTtens MoxkeT
MPUOCTAHOBUTh OKa3aHHE YCIyr [0 IOJHOIO HCIOJHEHHUS] 00sA3aTeNIbCTB IO
oIiare;

6.6.5. mpu BBISBICHNN HECAHKIIMOHMPOBAHHOTO JOCTYIA K Y CIIyTaMm.

6.7. UcnonauTens 0e3 mpeaBapuTEIbHOTO YBEIOMIICHHS 3aKa3dhKa MMEET MpPaBo
IPUOCTAHOBUTH OKa3aHUE YCIYr U HE HECeT OTBETCTBEHHOCTH 3a MHUUACHTHI U WHBIE
00CTOATENbCTBA, MOBJIEKIINE 33 COOON HETOCTYMHOCTh (YACTUYHYIO HEIOCTYIHOCTD)
VYcenyr, B cneAyomux clydasx:

6.7.1. yMbIlIIEHHBIE WJIM HEYMBILIUICHHBIE 1eMCTBUS 3aKa3ynKa, B TOM YHUCIIE

U3MEHEeHHe 3aKa3dMKOM HACTPOEK KOMIIBIOTEPHBIX HporpamMm (IporpaMMHOIO

oOecrnevyeHust), IpsIMO MM KOCBEHHO BIUSIONIME Ha JIOCTYI K Yciayram W/Wid Ha

MpOrpaMMHO-aNmnapaTHeli  Komiuieke  McmonHurtens, mnpousBoauMble — 0e3

coryiacoBanus ¢ Mcnonaurenewm;

6.7.2. OTKa3z WIM HECIIOCOOHOCTh, 3aka3zunka O0O0eCHeuuTh COHNEHCTBHUE

HcnonHuTtenio B yCTAaHOBICHUH U yCTpaHEHUW VHIMIEHTOB;

6.7.3. HepabOTOCHOCOOHOCTH  MPOrpaMMHO-AINIAPATHOTO  KOMILIEKCa
3aka34MKa UM ero HECOBMECTUMOCTD C Y CIIyTaMH.

6.8. 3aka3umk o0s3aH o0ecneunTh KOHDUACHITHATHPHOE XPAaHEHUE U HE JIOMYCKATh
KOMITPOMETAIIMU YUETHBIX JaHHBIX JJIs JOCTymna K [IporpaMMHOMY MpOAYKTY, a TaKxke
3aMEHUTH NePBOHAYANIbHBIC YYeTHBIC JaHHbIE B HAN00JIee KOPOTKUE CPOKH.

VYdernsle naHHBIe Ui AocTyna K [IporpaMMHOMY TpPOAYKTY JOJKHBI
COOTBETCTBOBATH CJIEAYIOUIUM TpeOOBaHUSIM:

— JIOTUH ¥ Tapojb HE JTOJDKHBI OBITh JIETKO yraJbIBaeMbIMU (HE JOJDKHBI OBITH
WICHTUYHBIMH ~ MEXIy Cco0O0if, He JOJDKHBI  BKJIIOYaTh IOBTOpPEHHE  JINOO
MOCJIEIOBATENILHOCTh KaKuUX-T100 CUMBOJIOB (Hampumep, «111111», «aaaaaa», «12345»,
«qwerty», «HIyKeH» U T.M.), HE JOJDKHBI BKIIOYaTh B ce0s JIETKO MOJ0MpaeMbIMe
COYETaHUsI CUMBOJIOB (MMeHa, (haMUINK, HAUMEHOBAHUS, KJIMYKH TOMAITHUX KUBOTHBIX,
JaThl POKJEHUS U T.J.) U o0menpuHsaThie cokpamienus (Hanpumep, USER, PASSWORD
U T.01.));

— JUIMHA 1apoJis JOJKHA ObITh HE MEHee § CUMBOJIOB;



— B MapoJie JOJDKHBI MPHUCYTCTBOBATh CHUMBOJBI M3 YHCIHA CIEAYIOIUX YEThIpEX
Kateropuii: 1) mponucHbie OYKBBI aHTIIMICKOTO anihaBuTa (0T A 110 Z); 2) CTpOUYHBIE OYKBBI
aHTIMiickoro andasuta (0T a 10 z); 3) necatuunblie UGpsI (0T 0 10 9); 4) HeandaBUTHBIE
CUMBOJIBI (Harpumep, !, $, #, %);

— TpY CMEHE TapoJie HOBOE 3HAYEHHWE JOJDKHO OTIMYATHCS OT MPEABIAYIIETO HE
MEHee, YeM B 3 MO3UITHIX.

3aka3unk B ciy4ae yTpaThl WIM HaJIMYUM OOOCHOBAHHBIX MOJO3PEHUH B
OTHOIIICHUH HAPYIICHUS KOHPUACHINATHHOCTH (KOMIIPOMETAIINN) Y YETHBIX JAHHBIX IS
noctyma kK [IporpaMMHOMY TIPOIYKTY 00513aH He3aMe TN TEIBHO U3MEHUTH UX B COOOIIHTH
00 3Tom McmonHuTerto.

3aKka3unK 0053aH CaMOCTOSITENIBHO OCYILIECTBIIATh 0€30I1aCHOE 3aBEpLIEHHE PA0OTHI
NOJT CBOMMH YYETHBIMH JaHHBIMU 10 OKOHYAHWU KaXKIOW ceccuu paboTsl ¢ Yciyramu
(ocymiecTBIATH BBIXOJ M3 [IporpaMMHOTO MPOIYKTA).

[Tpu mpenocraBneHnu VCONMHATENIO WM TPETHUM JIMIAM aJMUHUCTPATUBHOTO
JocTyna K cOOCTBEHHBIM MH(OPMALIMOHHBIM CUCTEMaM WJIM pecypcaMm 3aKa3uuK Iocie
OTIAJCHUS OCHOBAHUH JUTSl TAKOT'O IOCTYTA 00513aH He3aMEe UIUTEIbHO U3MEHUTh Y YeTHBIC
JAHHBIE, TTPEIOCTaBICHHBIC VICTIOTHUTEIIO HITH TPETHUM JIHIIAM.

Hcnonautens HE OTBEYAET 3a MOCIEACTBHA JIIOOOTO XapakTepa, KOTOPhIE MOTYT
NPOM30MTH W3-32 HEUCIONHEHHsI 3aKa3dMKoM OOS3aHHOCTEH, TPETYCMOTPEHHBIX
HACTOSIIIMM ITYHKTOM.

7. 3aKIFOYATEITEHBIC TTOJI0KEHUS

7.1. B MOMEHT OTKIIOYCHUS YCIyrd YUYCTHBIC JaHHbBIC, MPEIOCTABICHHBIC
3aka3zuuky, ¥ BCs MH(MOpMAIHs, CoJepKaiascs B akkayHTe BeO-uHTepderica, ynaasoTces
0€3 BO3MOKHOCTH BOCCTAHOBJICHUSI.

7.2. ITpu oTkaze 3akazunka OT Y CIyT 40 OKOHYAHHS CPOKA UX OKa3aHUsl, CTOUMOCTh
yCIYyI HE YMEHBIAETCS TMPOMOPIMOHAIBLHO KOJMYECTBY  KaleHAApHBIX  JIHEH
nperocTaBieHus yciyT. [lepepsiBbl B OKa3aHUM Y CIIyT, HE 3aBUCANIUE OT McmomHuTEN ,
HE SBJISIOTCS OCHOBAHHMEM ]IS TiepepacdeTra CTOMMOCTH Y CIIYT.

7.3. 3aKa34nuK MOXET OCTaBUTh OT3bIB O KAUECTBE OKa3aHMs Y CIYT Ha caiiTe
https://cloud.mts.by/ wim npu komMmmyHuKaiuu ¢ MeHeKepoMm McnonauTens B
MUCHbMEHHOM HJIA YCTHOM BHJIE.
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[Tpunoxenune
K [IpaBuiiam oka3zaHusi TUHEHKHU YCIyT
«3amura BeO-mpunoxennit (WAF)»

Cornamenne o0 ypoBHE OOCHYKHMBAHMSI JUHEHKU YCIOyr «3alluTa BeO-NPUIIOKEHUN
(WAF)»

1. TEPMUWHBI 1 OITPEJEJIEHU A

B nactosmem CornaiieHuy NpUMEHSI0TCS OCHOBHBIE TEPMUHBI U UX ONPEICICHUS
B 3HAUCHHUAX, YCTAHOBJEHHBIX JlOroBOpoM 00 OKa3aHHH YCIAYr IO OOECHeYSHHIO
kubepOe3omacHocTH, [IpaBuiamu oka3aHusl JHHEHKH yciayr «MexceTeBoit akpaH «The
Wall», a Taxxke cieayromniyue TepMUHBI U KX OMPEICICHHUS:

Bpewms peakuiuu — BpeMEHHOM UHTEpBal (4) OT MOMEHTA MOCTYIUIEHU 3arpoca 10
Havaja pemeHus 3anpoca crenraiuctoM McnomHurens.

Bpewms pemenust 3anpoca — BpeMEHHOM WHTEpBal (4) OT MOMEHTa MOCTYIUICHUS
3ampoca 10 ero yCIeurHoro peieHus..

3anpoc Ha U3MEHEHHUe — 3anpoc Ha U3MEHEHHE KOH(PUTypalu Y CIIyT, 3aKa3aHHbIX
3aka34nKOM. 3a1poChkl HAa U3MEHEHUS NOAPA3ACISIOTCA Ha 2 BUJA!

— HETHUIIOBBIE 3aIIpOChl HA U3MEHEHUE: 3alpOoChl HA U3MEHEHNE, MTOPAIOK 1 Bpems
pelIeHus KOTOPBIX 3aTPYAHUTEIBHO WJIM HEBO3MOXHO ONPENEIUTh C JOCTATOUYHOM
TOYHOCTBIO.

— TUINOBbIE 3ampochl Ha W3MEHEHHE: PEryJIspHO MOBTOPSIOLIMECS 3arpochl Ha
M3MEHEHHE, OPAIOK U BpeMs pelieHns KOTOpbIX BO3MOKHO ONPEAEIIUTD € JOCTATOYHON
TOYHOCTBIO;

3anpoc Ha IpeaoCcTaBlIeHne HHPOPMAIIUU — 3aMpOC Ha MPEIOCTABICHUE CBEICHUN
0 pyHKIMIX U KOHpUTYparusax Y Ciyr.

3anpoc TexXHHUYECKOro oOcimyxuBaHus (3ampoc) — cooOrieHue 3akazuuka o0
Wuuuaente uiam o HEOOXOAMMOCTHM W3MEHEHHs YCIOBUU HCIOJIB30BaHUS YCIYyr WU
o0CyKMBaHUS, WU MpPeNOoCTaBiIeHUs] MHGOPMALUM, HAMPaBICHHOE B COOTBETCTBUU C
ycioBusimu [lorosopa.

WNuunmarop 3ampoca (MHumMaTop) — cOTpyAHMK 3aka3uvka, WHULIHMHUPYIOIIMMA
3ampoc.

Nuumaent — 3t1o mo0asi COBOKYMHOCTh OOCTOATENBCTB, KOTOpas MpUBeNa K
HEBO3MOXXHOCTU OKa3aHUS YCIyr ¢ 3asABJICHHBIMM XapaKTEPUCTHUKAMU — HApyIIECHHE
ITAaTHOM paboThl mojacucTeM, HH(PAcTpyKTypbl VcmoaHUTeNs, HCHOIb3YEMBIX IS
oKazaHug Y ciayr, nopuekiiee 3a codoit [lepepriB B okazaHum Yciyr.

[lepepsIB — 3TO BpeMEHHast HEIOCTYIHOCTh Y CIYT AJi 3aKa3zuuKa.

[I1aHoBBIE peraamMeHTHble PadOThl — KOMIUIEKC MHPOQPHIAKTHYECKUX padboT 1o
NoIIepKaHuto OecriepedoitHo paboThl HHGPACTPYKTYphl VICTIOMHUTENS, UCTIONIB3YEMOI
JUTA OKa3aHus Y CIyT.

[Iproputer — Mepa KpUTUYHOCTU U CPOUYHOCTH pPEIIEHUs 3ampoca, CBA3aHHOIO C
BO3HUKHOBeHHEM MHuunenra. Ilpuopurer omnpenensercs Ha OCHOBAaHUU JIBYX
napameTpoB: 1) creneHb BhusiHUSA MHOMIeHTa, MopoAuBIIero 3ampoc, Ha Ou3Hec-
nporiecchl; 2) Tpedyemast ObICTpOTa pelIeHus (CPOYHOCTh) 3ampoca.



Cayx0a Service Desk — mnonpaspenenme Vcmomnutens, obecneunBaromee
okazaHue 3aKazuuKy TexHUuecKOo! MOIIePKKH.

Cpounbie pabOThl — KOMIUIEKC BHEIUIAHOBBIX paboT, KOTOphle Tpedyercs
IPOBOAUTH ONEPATHUBHO JUISl YCTPAHEHMsI WM MPERyHpPEKICHUS aBapUIHBIX CUTyalul
(repaboTocnocoOHOCTH UH(DpaCTPyKTypbl VcroaHuTENs, UCIIOIB3YEMOM I OKa3aHUs
Yeayr, HeOCTYIMHOCTH Y CITyT).

Texauueckas nojaepkka — nelcTpust VcroaHuTENs 0 pelieHuto 3anpocoB
3aka3zuuka U ycrpaHeHuto MHIHUIeHTOB

Texnuueckas mOIJEp)KKa HE BKJIIOYaeT B ce0s JEHCTBUS, BBINOIHIEMbIC
Hcnonuutenem B pamkax ycayr «PacmmpeHHass TeXHHYECKass TMOJJACPKKa» U
«YTIpaBlICHHE IPOEKTAMMY.

2. TIOPSIJIOK OKA3AHIM S TEXHUYECKOM ITO/JIEPXKKH

2.1. CroumocTs TexHUYECKOM MOICPKKHA BXOJUT B CTOMMOCTD Y CIIYT.

2.2. Jlns nonmyuenus TexHu4deckoi moanepxku MHummarop HampasiseT 3ampoc B
Cnyx0y Service Desk ogHIM U3 EpEeYUCICHHBIX CTIOCOOOB:

1) mpu oMoy MEKTPOoHHOTO MopTana Service Desk:
https://servicedesk.mts.by/plugins/servlet/desk/portal/101;

2) 10 3JIEKTPOHHOM mouTe: support@cloud.mts.by;

3) no Tenedony +375336302699;

4) MHBIMH CTIOCO0AMH CBSI3H, BKJIFOYAs MECCCHIDKEPHI, €CITH YKa3aHHBIA MOPSIOK
10J1a4YM 3aIpoCcOB ObLI MMCbMEHHO coriacoBad CtopoHamu B Jlorosope.

2.3. 3anpoc noMKeH coaepkaTh HH(GOPMAIINIO, HEOOXOIUMYIO JIJISl €70 KOPPEKTHOU
PErUCTPALIMU U PELLICHUS:

1) ommcaHue BO3HHKIICH HEUCTIPABHOCTH (MPU BO3HUKHOBEHWM VHIMIICHTA) HIIH
onucaHue TpeOOBaHUI K BBIMOJIHEHHIO (IIPU HANpPAaBJIEHWU 3ampoca Ha OOCITyXUBaHUE,
M3MEHEHHE WJIM Ha MPEeA0CTaBIeHUE HHPOPMAIIUN);

2) nosicuenus k [Ipuopurery 3amnpoca (mpu BO3HUKHOBeHHU VHIIUACHTA).

3anpockl 3aka3urka npuHUMaroTcs McrnomHuTenem Tr00bIM U3 yKa3aHHBIX BBIIIE
CIOCOOOB KPYTJIOCYTOYHO.

2.4. UcnionHUTENh IPU NOCTYIUIEHUHU 3ampoca:

1) peructpupyeT 3anpoc B CUCTEME y4eTa 3alpOoCoB;

2) ycranasnuBaeT [Ipuoputet (s 3arpocos, sBistonuxcs VHIaeHTaMu);

3) mpUCTYIaeT K pelIeHHI0 3ampoca.

[Ipn HenoCcTaTOYHOCTH U (MJIM) HETOYHOCTH HH(opMmaiuu McnoaHuTenb BIpaBe
obpartuthes K MHunmaTopy 3amnpoca 3a JOMOJHUTEIbHON HH(popMaluei.

2.5. McnonHUTENb BIpaBe OTKIOHUTH 3apoc, €CIu:

1) VMaunmaTop OTKa3bIBAaeTCsS MPENOCTaBUTh MH(POPMALNIO, HEOOXOAUMYIO s
perucTpamuu 3amnpoca 1 ero penieHus B COOTBETCTBUH C MyHKTamu 2.2 - 2.4,

2) nefCTBUSA, KOTOPBIC HEOOXOMMO BBITIOJIHUTE JIJIsS pEIICHHs 3arpoca, He BXOIAT
B TeXHUYECKYIO TOAAEPKKY.

B ciyuae oTknonenus 3anpoca McnonHurens 0053aH He3aMeTUTENIbHO COOOLTUTh
00 »TOM 3aKa3uuKy.

2.6. Anroputm onpenenenust [puopurera MnnmmenTa:

Onucanne Manuaenrta [Tpuopurer

HeucrnipaBHocTe [IporpamMmMHOro npoaykra, BCIEACTBHE KOTOPOTO OH ABapus
CTAaHOBUTCSA HEJOCTYIHBIM, B TOM YHCJIE:



https://servicedesk.mts.by/plugins/servlet/desk/portal/101

- 0TKa3 B paboTe MPOrpaMMHOIr0 00eCIeueHus WK €0 YacTH;

- IOTEPS CBSI3U MEXKY OTJIEIbHBIMU AniemeHTaMu [IporpammHoro
MPOJIYKTA;

- Hapy1eHue padotocrnoco0HocTH 6a3bl nanHbIX [IporpammHoro
MPOJYKTA.

HeucnpaBuoctes I[IporpamMmMHOro mpoaykTa, BIEKyllas yXYIIICHUE
(HapymieHus) B paboTe OJTHOTO MJIM HECKOJIBKHX €r0 KOMIIOHCHTOB, B
TOM YHCIIC:

- HEBO3MOKHOCTb BBITIOJIHEHUS ICMCTBUM 110 a AIMUHUCTPUPOBAHUIO
[IporpamMMHOTr0 IPOAYKTA;

- HapymieHue (QYyHKIIMOHAIBLHOCTH YympaBieHus I[IporpammHOTO
MPOAYKTA;

- OTPAaHUYCHUE B IPEIOCTABIICHUN OKa3bIBAEMBIX Y CIYT;

- HapyIIeHHe 4acTu (PyHKIIMOHATA aBTOMATU3AIMK, HHTETPAIUHU C
cUCTEMaMHt 3aKa34yHuKa.

Bricokui

HeucnpaBrnocte  I[IporpamMHOrO  mpoayKTa, HE  BIEKYyIIas
yXyAIIeHue (HapyuieHus ) B ero paboTe, B TOM YHCIIC:

- HCOOOCHOBAHHO BBICOKAs 3arpy3Ka IIPOIIECCOB;

- YacTUYHOC HapymeHne QYHKIIMOHATBHOCTH YIIPaBICHUS
[IporpaMMHOTr0 IPOAYKTA;

- YacTUYHOE HapylieHne (QYHKIMOHATBHOCTH MOHHMTOPHHTA
[IporpaMMHOro MPOAYKTA;

- cOou Ha pe3epBUpPYEMBIX YacTax [IporpaMMHOro mpoyKTa.

OOBIYHBINA

[TpuoputeT 3amnpoca, CBS3aHHOTO ¢ BOSHUKHOBeHHWEM MHIMIIEHTa, ONpeenseTcs
cnermanuctom CiyxObl Service Desk, 3aperucrpupoBaBmivM 3ampoc, Ha OCHOBAaHUU

nojiyueHHoi ot MHunumaTopa nHpopmManuu.

Ecau B 3anpoce He yka3anbl nosgcHeHus Kk [Ipuopurery MHUMIEHTa, TO CIEUATUCT

Cnyx0s1 Service Desk moxet yrounuts ux y Maummaropa.

Ecau IIpuopurer MHIIMAEHTa HE KOHKPETUZUPYETCS, IO YMOJIYAHUIO IPUHUMAETCS

3HaueHUEe «OOBIYHBIIN.
2.7. BpemeHHble paMKH pelIeHHs] 3alpOCoB:

Bpewms peakuun Bpewms pemenus
Kareropus DEMIL pEaiiiui, IIpuopurer PEMA P
4ackl 3amnpoca, yacsl
6 ABapus o 120
NumuaeHT 12 Bricokwnii 1o 168
24 OOBIYHBII 1o 300
3anpoc Ha U3MEHEHHE: X
TUIIOBOU He ycranaBnuBaercs 48
HETUIOBOU 1o 240
3anpoc Ha
MPEOCTABICHUE He ycranaBnuBaetcs 24
uH(pOpMaIUU

Bo Bpems pemienus 3anpoca He BXOJAT BpeMs, 3aTpau€HHOE Ha IPEJOCTaBICHNE
3aKa3unKoOM JIOTOJHUTEIBHOW HH(POpPMAIMKA TpU OOpamieHuH cO CTOPOHBI Ciy:KObI



Service Desk, u Bpemst Ha coBeplIeHHE 3aKa3YMKOM MOJTOTOBHTEIBHBIX ICHCTBUA,
HEOOXOUMBIX I HaJJIeXallero UcCHojiHeHus VcmonHuTtenem B3ATHIX Ha cels
00s3aTeNbCTB (ICHCTBUS B 30HE OTBETCTBEHHOCTH 3aKa3unKa).

2.8. VcnomauTenh OKa3biBaeT TEXHUYECKYIO MOICPKKY YAAJIEHHBIM CIIOCOOOM,
10]T KOTOPBIM IIOHUMAETCS KOHCYJIbTUPOBAaHNE 3aKa3unKa Mo TeaeOHy WK IEKTPOHHON
noute JTu00 BBHIMOJIHEHUE HEOOXOIUMBIX ACHCTBUI MOCPEICTBOM YAAIEHHOTO JOCTYIA K
uH(ppacTpyKType 3aKa3uuka.

B caywae ecnmm s pemenust 3ampoca TpeOyeTcsl MPOM3BECTH ONpeeSiCHHBIC
neiicTBust B MHQpacTpykType 3akazuuka, McnoimHuTenb BIpaBe 3ampoOCUTh Yy4YETHbBIE
JMaHHBIC ISl IOCTYIA K yKa3aHHOW MH(pacTpykType 3akazumka. Cpasy mocie pemieHus
3anpoca 3aka3uuk o00s3yeTcsl M3MEHUTh WM OOECNeuuTh H3MEHEHHE 3aKa3uhuKOM
NPEOCTABICHHBIX YYETHBIX JaHHBIX. lcmoiHWTens HE HECeT OTBETCTBEHHOCTH 3a
JEHCTBUS, COBEPIICHHBIE C HCIOIb30BAaHUEM paHee MPEJOCTABICHHBIX YUETHBIX JIaHHBIX
3aka3zuurKa Mocje peueHus 3ampoca.

2.9. UcnonauTtens 00s13yeTcss yBEIOMHUTD 3aKa3zdyrKa O PelIeHnH 3ampoca.

3akazuuk 00s3yeTcs MOATBEPAUTH pEIIeHHe 3ampoca IO 3JIEKTPOHHOW MouTe
support@cloud.mts.by wmm no Tenmepony CayxObr Service Desk (+375336302699).
[TonTBepKAEHNE BHITOTHEHUS SBISIETCS OCHOBAHUEM IS 3aKPBITHS 3ampoca.

3ampoc MOXKET OBITh 3aKPBIT ABTOMATUYECKH, €CITM 3aKa3duK HE OTpearupoBall Ha
YBEJOMJICHHE O BBIMOJHEHUM 3allpoca B TeUYEeHHE 7 KaJleHIApHBIX JHEW ¢ MOMEHTa
YBEJIOMJICHHS O PELIEHNUH 3ampoca.

3. IIOKA3ATEJI1A YPOBHA JOCTYIIHOCTHU YCIIVT
3.1. UcniomauTens 0OecTieunBaeT MpeaocTaBiIeHUe Y Cayr 24 yaca B CyTKH, 7 JHEH
B Hegento, 365 (366) nHeil B roxy.
3.2. lonyctumsie cpoku [lepepbiBoB npu npoBeaeHnu [1maHOBBIX periiaMeHTHBIX
a6ot 1 CpouHbIX padoT:

[TponomxkuTenbHOCTD U

PErIIaMCHTHBIX pa60T

YBenomnenue
HaumenoBanue padot HWHTEPBAIIbI MEXTY 3a?<a3q1xn<a
[TepepriBamu
He wmenee uyem 3a 12
Bpems IlepeppiBa paBHO
(mBeHamnaTh) YAcoB  JI0
(dakTUYeCKOMy  BpPEMEHHU,
[T;manoBBIE Hauvana [lepepsiBa myTem
HEO0OXO0IUMOMY JUTSI
peryiaMeHTHBIE pa0OThI OMyOJIMKOBAaHHS
BBITIOJTHECHUS MJIaHOBBIX

undopmanuu Ha VHTEpHET-
caute

aBapUNHBIX CUTYaIlMi W/1iIn
HEHCIIPABHOCTEU

Bpems IlepepsiBa paBHO

¢dakTuueckomy  BpemeHH, | HemocpenctBenno — mepen

HEO0OX0IUMOMY s | HadanoMm [lepepsiBa myTem
Cpousnbie paboThHI YCTpaHECHUS / | omyOIuKOBaHUS

Npe0TBPAILLCHUS undopmainuu Ha VHTEpHET-

caiite
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